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IP Security/Encapsulating Security Protocol

Support Layer 3 encryption

Traffic flow confidentiality

RSA Public Key Signature (2048 bit)

Support Internet Key exchange (IKE v2)

DH supports up to 4096 bit

Supports ECDH (up to P-521 bit)

Group Transport Protection: The device has the option of providing confidentiality and data
integrity protection to all key exchange traffic including the initial key exchange traffic
AES-CBC (256 bit)

HMAC-SHA2 (256, 384, 512 bit)

Zero-loss encrypted throughput up to 20 Mbps (depending on IP packet size and used

encryption mode)
Support 2 concurrent IPSec tunnels

Audit logging

Type-C model: 90mm (L) x 29mm (W) x 14.5mm (H)
Storage Temperature: -20°C to 70°C

Operating Temperature: 0°C to 40°C

Humidity: Relative 10% -95%, non-condensing

EMC/EMI: FCC Part 15 Class B

Supports customised algorithm loading feature
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