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06/07/2021 Gartner

How to Recover From a Ransomware Attack Using Modern
Backup Infrastructure

Published 4 June 2021 - ID G00738061 - 40 min read

By Analysts Fintan Quinn

“The restore process from many well-
documented ransomware attacks has
been hindered by not having an intact
Active Directory restore process.”
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Microsoft’'s Active
Directory Forest
Recovery Guide

N

10
£ search
orest Recovery Guide @ save [ Fee

iry Forest Recovery Guide i thisarice

P Steps outlined in this guide
DA Bl Is this page helpful? % 57 2 g

Windows Server 2019, Windows Server 2016, Windows Server 2012 and 2012 R2,
2, Windows Server 2003

2commendations for recovering an Active Directory® forest if forest-wide failure

) In the forest incapable of functioning normally. The steps it contains serve as a
lan, which you can customize for your particular environment. These steps apply to
Server 2016, 2012 R2, 2012, 2008 R2, 2008, and 2003 operating systems.

Cs that run Windows Server 2003 are consolidated in AD Forest Recovery Windows

1 this guide

recovery plan



Manual Backup
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Back Up Domain Controller

Starts a wizard that helps you back up domain controliers
and/or AD LDS (ADAM) hosts without putting Active Directory
or AD LDS (ADAM) offline. The created backups will include
the Active Directory, Group Policy, a AD LDS (ADAM) data held
on the selected computers.

@ Quest Recovery Manager for Active Directory
% File Action View Window Help

| rm e Hm D SA 586

@ Recovery Manager for Active Directory || Collection Last Run Backup Type
o

- > EE :ef’:('c"’t:” (@ ACME - Full 2/17/2022 9:41:54 AM  Bare Metal
p—
=] ; St“ Rl (BACME - Standard ~ 1/28/2022 3:22:20 PM  Active Directory
= # ._‘] Cmaget T (@ AUSSIE - Full 2/17/2022 9:42:38 AM  Bare Metal

> amputer Lollections

N @ Activz Directory LD AUSSIE - Standard ~ 1/28/2022 3:22:32 PM Active Directory

, & Sessions C®POODLE - Full 2/17/2022 2:42:43 AM  Bare Metal

N @ Backups L2 POODLE - Standard  1/28/2022 3:22:37PM  Active Directory

6'" Quest Recovery Manager for Active Directory
€% File Action View Window Help

Y EEE B k.

@ Recovery Manager for Active Directory Session ezl
¢ Eg Sgaiion 2/17/2022 9:41:54 AM - ACME - Full Running
3 a gta:rl:u;;Agents 2/17/2022 9:42:38 AM - AUSSIE - Full Running
j Comguter Collections 2/17/2022 9:42:43 AM - POODLE - Full Running
. .g, Active Directory 1/27/2022 1:31:06 PM - AUSSIE - Full Success
5 m Sessions 1/27/2022 1:31:03 PM - ACME - Full Success
> @ Backups 31/27/2022 1:31:09 PM - POODLE - Full Success

1/27/2022 4:02:11 PM - POODLE - Standard Success




 Quest Recovery Manager for Active Directory

it . =lel
HBHBANDE
5 Backup Agent Manasgement Back Up System State
® Comguper Collections. Starts 3 wzard !t helps you Dack up system stale of Gomain controders andioe AD LDS (ADAN) hosts whout puting Active Directory of
® & Active Orectory ST 0 L0S (ADAM) cffie. The created backups w i inchude the Active Drectory, Group Pokcy. 3 ADLDS (ADAND data bekd on the selected
® & Sessors computers
© @ Bahos
Restore AD Objects Online
Starts & wizard Tt hekps you compare and sekectvely restore Ac i [~
S w B pan Ao vacor i Detailed Report
" Provides detailed information about the compare and restore operations performed on Active
‘ Restore AD LDS (ADAM) Objects Online Directory or AD LDS (ADAM) objects with Recovery Manager.
‘Starts awizard Tt hekps you compare and selectvely restare AD
. backups without puting AD LDS (ADAM) instances offine.
v Restore Group Policy Online Operation: Compare two badkups.
4 Stats 3 wicard Dot hebs you compive and selectvel sttt | Einiched on: 11612020 12:20:23 AM
Ovectory offine
Source backup: Co\Users\administrator\Documents RMAD.bkF (1/15/2020 2:46:23 AM)
Target backup: C:\UsersAdministrator\Documents bkF (1/16/2020 12:04:43 AM
Restore System State Offline " " sl v (sh "
Backed QAD. tzot,
L y---| S wiard kb you et sysiemsiae o on e o
— — S SYSVOL During restore, Acte Drectory wil be unavalable for sg|  Number of processed objects: 267
I Operation status: Completed successfully
3 —— a - Ask the Experts This report provides information about:  Added, deleted, and modified objects
" J \ Goto e Recovery Communty, a colaborative sée where T peos . Added, deleted, and modified attributes,
® | i Gmcussions, and brow se rouph content
n 1
On Desead Recovery for Azarg'AD. B Humber of objects by type of change
B Movi 10 choud? ek here 0 searm e 3bout On Doemand Rec
. L Type of change: Number of objects
Onlir - X T Modified 3

s Backup Selection
Depending on the wizard operation mode, the backup you select will be
restared/compared to Active Directory or compared with anather backup.

_|  ©wpandall | collapseall
Registered backups:

Backup Age | Created [oc [ Media Object DN * objectciass * Zﬂfgf * Modfiedby
[Hohourls)  2020/1/16 £ 12:04:49 QAD.questzotcom C\Users\Administrator\Dacum Aty N Users D st DC oo Uy Sodted
[ 21 hour(s) 2020/1/15 £502:53:44 QAD.questzotcom C\Users\Administrator\Docum e e
221 hour(s) 2020/1/15 £% 02:48:20 QAD.questzotcom CAUsers\Administrator\Dacum . oches
Container Modified
Child objects by type of change
Chid object DN < Typeofchange : Chidobjectcass = Modifiedby

< > CN=test,CN=lsers,DC=questzot,DC=com  |Added User

To register a new backup file or Active Directory database, click
: Register ~
egister.
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ﬁ CARMADFE Demo Projects\forest recovery 8.8 demo-frproj\RMADFE_9.0_Demo.frproj* - Forest Recovery Console

File View Action Tools

L

Verify Settings ¥

Help

FEStErt R

Active Directory forest: acmetest
PendingDCs: 8  Succeeded DCs: 0 Failed DCs: 0

Elapsed time: 00:00:50  NEG_G._

DCs to be processed: 8 of 8 Domains to be processed: 3 of 3

Schedu

Domain Controller Type Recovery Method

B dclacmeitest GC Restore from backup

g dc2acmetest DC Reinstall Active Directory
B dc3acmetest GC Reinstall Active Directory
® dcd.child.acme.test GC Restore from backup

B dc5child.acmetest GC Restore from backup

? dcb.child.acme.test GC Restore from backup

g dcTresourceacmetest DC Restore from backup

?dc&resource.acme.test Read-only, GC Reinstall Active Directory

Status Domain FSMO Role Site Selected Backup

12— Perform restore from backup  acme.test PR S D NewYork dclacmedtest-2018-02-16 09-42-25|
\D o Uninstall Active Directory Do... acme.test I London

Om Uninstall Active Directory Do... acme.test Los Angeles

) — Perform restore from backup  child.acme.test London dcd.child.acme.test-2018-02-16 09-
§ — Perform restore from backup  child.acme.test PRI New York dc5.child.acme.test-2018-02-16 09-|
ﬁ — Perform restore from backup  child.acme.test Los Angeles  dc6.child.acme.test-2018-02-16 09—
,§ — Perform restore from backup  resource.acmetest P R | London dc7.resource.acme.test-2018-02-16
© — Reinstall Active Directory Do...  resource.acme.test Los Angeles

@ Copy the backup file to domain controller
) PERFORM RESTORE FROM BACKUP
9 Reset DSRM administrator password
0 Restart domain controller in DSRM
@ Enable domain controller isolation
@ Disable custom filters for passwords
 Restore data from backup
Restart domain controller in normal mode
CONFIGURE DOMAIN CONTROLLER
Get information about domain controller
Select preferred DNS server
Raise RID pool
Invalidate RID pool

n

¥ Retry All Operations

2/16/2018 2:48:22 PM

2/16/2018 2:48:24 PM
2/16/2018 2:48:35
2/16/2018 2:48:36
2/16/2018 2:48:38
o 20

] »

©)

U Retry Last Operation P Skip and Continue ¥ Abort

Recovery method:

Restore Active Directory on Clean 0S¥

Target computer:

- Server access cred

Use default accg

pas

Restore Active Directory from backup
Restore Active

rectory on Clean OS

Bare Metal Active Directory Recovery
Reinstall Active Directory

Install Active Directory

Uninstall Active Directory

Do not recover
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&2 Disk 1

. Windows Volume

£=1 Boot Volume

&2 Disk 3

. SYSVOL Volume

Quest

&2 Disk 1

Windows Volume

B [

RMAD Backup Boot Volume

= |
____________ A — @ & Disk 2
Back up AD ____I:_Q_g_f_'l_?_s_ ________ : % NTDS Volume
COMPONENts (A [ —— Recovery
eS{ SYSVOL : Agent
------------------------- SYSVOL Volume

@ 3

Recovery AD on Clean OSEltE AD BERlE - A[S :é;rjrfha:m\;dq: N
SYSVOL ( Bf#4HZRH8 - E82MIA ) F1 Windows SRV ES S - ELiRH

LR EES fﬁ'r’lk 1%1937FH RMADAEEMREE ( IEEE =3 root-kit
RBEHIINE ) HE(E Windows Bt ( 8% Windows/temp
Windows/winSxS - Kaseya it fEii#/#) RERRE N EFIA )




Clean OS
+

IFM
i FS ER iR R

¥ Venfy Settings ~

Continue Recovery ¥ C3

¥“Backup Criteria.. # Configure Alerts... 11" Configure Pauses...

Recovery mode: Forest Recovery Active Directory forest: acmelab DCs to be processed: 30of 6 Domains to be processed: 3 of 3

Pending DCs: 0 Succeeded DCs: 3

Failed DCs: 0

Elapsed time: 00:39:40 |G

'_:‘;E Schedule Ve

Computer = v | Type
9 acmedcl.acme.lab GC
? acmedc2.acme.lab GC

P aussiedcl.aussieacmelab  GC
P aussiedc2.aussieacmelab  GC
P poodledci.poodle.acmelab GC
P poodledc2.poodleacmelab GC

Recovery Method

Restore Active Directory on Clean OS
Do not recover (Keep in project)
Restore Active Directory on Clean OS
Do not recover (Keep in project)
Restore Active Directory on Clean OS

Do not recover (Keep in project)

Target computer

10.1.1.10

10.1.1.20

10.1.1.30

Status
i3} W Completed successfully

5) W Completed successfully

13F W Cormpleted successfully

Domain
acme.lal
acme.lal
aussie.a
aussie.a
poodie.:

poodle.:

E Verify Settings = Start Recovery

Contmue

¥ Backup Criteria...

. Configure Alerts... 11" Configure Pauses...

Recovery mode: Repromotion Active Directory forest: acmelab DCs to be processed: 3 of 6 Domains to be processed: 3 of 3

Pending DCs: 0 Succeeded DCs: 3

Failed DCs: O

Elapsed time: 00:09:58 [

Schedule

Computer - Type
?acmedd.acme.lab GC
? acmedc2.acme.lab GC

? aussiedcl.aussieacmelab  GC
P aussiedc2.aussieacmelab  GC
P poodledcl.poodle.acmelab  GC
P poodledc?.poodle.acmelab  GC

Recovery Method

Do nothing

Install Active Directery From Media
Do nothing

Install Active Directory From Media
Do nothing

Install Active Directory From Media

Target computer

10.1.2.10

10.1.2.20

10.1.2.30

Status

1) W orpleted successfully

) I o rpleted successfully

1) I ompleted successfully

Domain
acme.lal
acme.lak
aussie.ar
aussie.a
poodle.:

poodle.:
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Recovery

DASHBOARD s ACK |FFEREN
U MANAGEBACKUPS  (DCREATEBACKUP & UNPACK BACKUP
6 backups

p "z an san Far o
SHOW ALL

295 unpacked objects

o

Skype and Teams Tenant &

75 CONFIGURE HYBRID CONNECTION

223 differences
o

Recovery
D RESTORE 2 EXPORT

2

2

9 tasks

SHOW ALL

6 errors

AlanDEMIESx436306.0n

Select Tenant
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Recovery Manager for AD + On Demand Recovery
B SADRIEREERMKBIKERRTE

& 5 m%es

Users i mailboxes

Azure AD Cloud-only attributes
security groups - Office 365 license type
QUQST - Configuration settings
On Demand

I—
Secure Granular search
encrypted and restore
backups

Recovery

&

Group
membership

applications

CA,

Cloud-only users
- B2B/B2C

O

Office 365 Hybrid recovery Bulk recovery

Recovery
groups Manager

Hard-deleted

object restore



\ViS to understand more about

« Recovery Manager for AD Disaster Recovery Edition
« On Demand Recovery

Thank You!
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