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What is Cyber-Physical System?
* The term “cyber-physical systems” was coined more than 15 yearsm‘agp, but it is
now entering the mainstream as digital transformation intensifies, an operi\tional
technology (OT) environments become increasingly interconn ctfe th IT
systems and Internet of Things (loT) devices. i n ™ \
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« Cyber-physical systems encompass OT assets amﬂ SYysS
proliferation of connected devices. As a result, When | ; Mlhk aﬂi
environment, we need to start thinking of cyber ol J sgl&tenﬁ SE( *
holistically, because it better reflects the reality:w %;g‘ rat \..,; nith ‘C oda
physical world connects more deeply and b ".’3"? thﬁ' QU digitaliw
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Increasing Cyber Threats - Real & Imminent B

OT System T £iZH 24
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* Israel Water Treatment Plant
* U.S. Natural Gas Facility
* Honda Manufacturing Facilities on power grid

Aug: UK Water Supplier attack
Apr: Ukraine thwarts Russia’s attack

(USA, UK, Japan & Turkey) Feb: Belarus Rail attack
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National Level BIZxR 43432 Eill% — Cyber Security Agency (CSA) has formulated the l‘lﬂ
cybersecurity strategy and is coordinating across the 11 critical sectors in national BERR
Cyber defence WeiCloud Tech

A TRUSTED AND RESILIENT CYBERSPACE

SINGAPORE
YBERSE
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Develop a Vibrant
Cybersecurity Ecosystem

FOUNDATIONAL
ENABLERS

Grow a Robust
Cyber Talent Pipeline

CSA Guidelines

Feb 2018: CSA Cybersecurity Act, {8482 2 5%

Oct 2019: OT Cybersecurity Masterplan (latest), T % 244848 22 A AR E]
Dec 2019: OT Cybersecurity Code of Practice Version 1.0, E#5FHl 1.0
July 2022: OT Cybersecurity Code of Practice Version 2.0, E#55F 8l 2.0

Source:
https://www.csa.gov.sg/News/Publication
s/singapore-cybersecurity-strategy-2021
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Securing Critical Information Infrastructures
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Security & Emergency
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oT Cybersecurlty Code of Practice Version 2.0 2758l 2.0

Main

4 July 2022 4 July 2023
Issuance of OT Cybersecurity In Compliance by
Code of Practice Version 2.0 Ei5~rHl 2.06/HH

B3R 2.0%17H

Differences F+ Z% Al

One of the Board of Director must be Cybersecurity trained H—ZEEE& Y B VERZ BESZE2 5

Access Control, implement solution with auto logout after detection of inactivity # A %%, BEETEZER
Implement Database Security and monitoring on OT System 7£ T2 44& 24 LB EIBEEL =/ e

Implement Domain Name System Security Extension (DNSSEC) EfifiZAM L2 RESIE

Isolate affected networlf segments of the ClI in the event of a cybersecurity incident TERERBLESHRE
[REEFFRE R BEERRES T ENRR

Threat Hunting capability & 2 7 A £ EsE /]
Cyber Threat Intelligence and Information Sharing Bl Z 1B - EENEEHL=
ZEE

Annual Cybersecurity Exercise FE 4L 2 EE o
y y »IT A

Compulsory Cybersecurity Training and Skills development A E#ETREZEHE - BTEIIFEEEEZ B2



Challenges and Pain Points in OT Environment
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Unable to map out threats to
assets effectively

BEEASHE TIERGEE
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VAPT are manual, tedious and
based on Interview

VAPT B A TAESE » BHEIE
HE
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Determining and aligning
business processes
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Adhering to IEC62443
Standards and Compliance

Information gap between ICS
(OT) and Cybersecurity staff

ICS (OT) B2t e AR Z
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Threat intel from various
sectors and domains not
relevant to sector & region
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Adhering to CSA

Cybersecurity Code of Practice
2.0 Compliance
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I OT Security Solution Coverage f#R7FE £% ST Engineering
Leveraging the Purdue model Purdue == A9 A
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https://www.checkpoint.com/cyber-hub/network-security/what-is-scada/

OT Security Solution Coverage, fZiR A% $"% ST Engineering
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Use Case for Rai
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Cyber Threat Landscape of Train Operators
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The complexity, dynamics and size of rail networks create an environment that is
difficult to monitor effectively; moreover, increasing rail connectivity leaves them

extremely vulnerable
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B E eSS
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Cybersecurity breaches may lead to
service disruptions, data breaches,
derailments, network outages, and more
MEL2iwiE TS ERRIEPE - BURHE -
PREn - REPES

Rail companies face legal liability,
financial loss, injury, and reputational
harm S ASEEAZEREE - MBEX -6
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14 people injured after Japan .
driverless train goes Wrong way
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Belarus hackers attack train
systems to disrupt Russian troops
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=< #85f Signalling Communication
FARS R 238 IR 22 32 ) Y 2 48 System that control the movement of railway traffic.

AT B 1S Wireless Communication
RIZERIAE #THYZ 4T Systems that are controlled and updated remotely.

#2278 Maintenance Channels

FERAZENEHS - SEFEAREE/SILA IRIERERE Use of unsafe hardware,
software and connections to the critical/SIL4 environment.

HFE#E Supply Chain

ERAERRmLETEHMAGEZEE Connection to the infrastructure for
update and component installation.

i3 IS E2 8 Rolling Stock
KB R REBMERESNYIIEL Z M Flat network topology on trains and

weak physical security. WT>
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Cybersecurity Operations for Railway Transport $.& ST Engineering
in Singapore
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Railway System Potential Intrusion Points
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Railway System Potential Intrusion Points
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RAIL CONTROL CENTER
0 ilee irEngineering Workstations and HMI Stations are generally h 0
more accessible when compared to other assets, such as Bidirectional Lease
servers. Line to HHQ or
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! Wayside| .0
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Railway System Potential Intrusion Points
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Gttackers might be able to gain physical
access to the lower-level devices, such as an
insider posing as a maintenance worker.
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RAILWAY RAIL CENTRIC MONITORING

OT Solutioning Based on Purd
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OT-Risk Assessment OT-[E ka1 "2 ST Engineering
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Elevating to next level &7 2|—{ETa97KF
From Reactive to Proactive Approach 7 &% £ &)

Digital Twin
Clone for OT-Risk Assessment
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CIARA: Industrial Risk Assessment & Management Platform (Proactive Strategy FHIRE)
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Value Proposition of Continuous OT-Risk Assessment
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Close the gap between ICS

Automate and simulate top Map out assets based on (OT) vulnerabilities and Filtering of threat intel based
attack scenarios region and sector Cybersecurity Staff on sector and region
24hrs SRR B TTRENT L PRI ROIE R RS &S BHE MR e
%Q‘fE[E—A X[ I:l,\ £8 H— —
S AEB 7B ZEER
Determine and align CCoP v2.0 Compliance
business processes IEC62443 Compliance AR A ER E AE  TER AR
fih e P SR A LUz El 1 TERIEC62443 & F M E1R CCoP v2.0 &M
EHVHAE (R 3%

w1t

B B &

WeiCloudTech



$.= ST Engineering
:

. L mx i
As IT Cybersecurity becomes maturs 2 |
OT network offers an easy. tar@étﬁ r ybergrlmpals.
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Staying ahead on Cybersecurity E4IE L2 75 EIREES
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